Installing VPN [Mac users]
Attention: VPN client installation is only supported on MacOS 10.15 and later versions!

Installing VPN
1. Go to http://www.sirs.unimore.it/site/home/lavoro-agile/downloads.html and select

"MacOS" under "Scarica Forticlient" section.

& www.sirs.unimore.it/site/home/lavoro-agile/downloads.html|
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Ti trovi qui: Home » Lavoro agile » Downloads

Lavoro agile

Downloads
Strumenti per il lavoro agile

Software

« Scarica Forticlient, il software per collegarti al tuo ambiente di lavoro (Windows, MacOS)

« Scarica Bria, il software che ti consente il collegamento telefonico (Windows, MacOS)
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2. Select “Download” (Scarica) and "Download anyway" if Google warns you that it is not
possible to scan for viruses. Download will start in a few seconds.

[ ] M~ < ) & drive.google.comffile/d/109eSheWggQKepvQjNQMhjINK30LQdr (]

# FortiClientVPNOnlinelnstaller.dmg

Anteprima non disponibile

&' Scarica

& drive.google.comjuc?id=109eSheWggQKepvQjNQMhjINK30LQd

gle Drive % Google Drive - Avviso di scansione antivirus

Google Drive non pud eseguire la scansione antivirus di questo
file.

Questo file & un eseguibile e pud danneggiare il computer.
FortiClientVPNOnlinelnstaller.dmg (3,2M)

Scarica comungue




3. Select the .dmg installer icon. An installation folder will appear.
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B FortiClientUpdate

FortiClientUpdate

B FortiClientUpdate

4. Double click on the “FortiClientUpdate” icon to start installation (please note that the
computer's administrator ID and password are required). A warning alert will appear. Select
“Open” (Apri).

The Downloading dialog box will open: please wait for the operation to be completed, then
click on "Install".
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“FortiClientUpdate” & un'app scaricata da internet. Confermi di
volerla aprire?

drive.google.com
Apri
Mostra pagina web

Annulla

Mon avvisarmi quando apro delle applicazioni su questa immagine disco

FortiClient VPN

> Downloading FortiClient




FortiClient VPN

FortiClient VPN 7.0.2 is downloaded




5. Click on "Continue" (Continua) when the welcome box is displayed.

#* |nstallazione di FortiClient

Installer di FortiClient ti da il benvenuto

Introduzione FortiClient for macOS is a unified security agent for computers that
integrates antivirus, SSL and IPsec VPN remote access, web
filttering, application firewall and vulnerability scan into a single
software package. FortiClient for macOS has a user-friendly
interface that allows for quickly setting up protection for your
computer.

Continua




6. A License Agreement box will be displayed. Click on "Continue"(Continua).
Read the Product License Agreement and click on "Agree".



Introduzione

Licenza

#* |nstallazione di FortiClient

Licenza d'uso
English -

Fortinet Product License Agreement / EULA and Warranty Terms

Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are ragistarad trademarks of Fortinet, Inc., and
other Fortinet namas harein may also be trademarks, registared or othanasiss,

Fortinat. All other product or company names may be frademarks of their respactiva
owners. Copyright & 2021 Fertinet, Inc., All Rights reserved. Contents and terms are
subjact to change by Fortinat without natice. No part of this publication may be
reproduced in any form or by any means or used to make any derivalive such as
translation, transformation, or adaptation without parmission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976,

Product License Agreement

Tha partias to this agreement are you, the end customer, and aither (i) whare you have
purchasad your Product within the Ameri Fortinet, Inc., or (i) whera you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
{each refarred to hersin as "Fortinet") CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS "AGREEMENT" OR. "EULA"). USE OF FORTINET
PRODUCT|S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL MOT BE BOUND BY ANY ADDITIONAL ANDY
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORR OMDEMCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY

Stampa... Salva... Indietra Continua

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to co
the Installer.

Read License

nue or click Disagree to cancel the installation and quit

Disagree Agree




7. Select "Install" (Installa).

#* |nstallazione di FortiClient

Installazione standard su "Macintosh HD"

et Verranno occupati 164,3 MB di spazio sul computer.

Licenza Fai clic su Installa per eseguire l'installazione standard di
Destinazione guesto software per tutti gli utenti di questo computer. Tutti

gli utenti di questo computer potranno utilizzare questo
Tipo installazione software.

Indietro Installa

8. Enter administrator ID and password to start installation. A progress window will be
displayed.
When installation is completed, click on “Close” (Chiudi).



Installer

Installer sta provando a installare un nuovo
software.

Inserisci la password per consentire |'azione.

Tizio Caio

....Q.O........I

Installa software

¥ |nstallazione di FortiClient

Installazione riuscita.

Introduzione
Licenza
Destinazione
Tipo installazione

Installazione

L'installazione é riuscita.

Riepilogo . .
Il software & stato installato.

Chiudi




9. A configuration window will ask you to change permissions to run FortiTray (FortiGate icon
in the MacOS system tray).

Click on "Allow" (Consenti), then click on “Options” (Opzioni) in the following window, and
on “Allow” (Consenti).

“FortiTray” desidera aggiungere delle
configurazioni VPN

Quando utilizzi un profilo VPN, tutta |'attivita di
rete presente su Mac potrebba venire filtrata o
monitorata.

Mon consentire

Consenti

= Notifiche di “FortiClientAgent”
Le notifiche possono includere a

. ; - Non consentire
suoni e badge icone. Opzioni v

ATTENTION!

If the windows does not appear automatically, you must give permissions manually:

Menu -> System Preferences -> Security and Privacy -> Generals-> Unlock the padlock->
Allow FortiTray to...

10. If a configuration window asks you to change access permissions to some processes, click
on "Allow” (Consenti).



“FortiTray” desidera aggiungere delle
configurazioni VPN

Quando utilizzi un profile VPN, tutta |'attivita di
rete presente su Mac potrebbe venire filtrata o
monitorata.

Mon consentire

ATTENTION!

The installation process may not request this configuration set-up. In this case you need to
check that it has been applied.

Menu mac -> System Preferences -> Security and Privacy -> Full access to disk -> give
permissions to fctservctl andForticlient.
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Generali FileVault Firewall = Privacy
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Configuration

1. The VPN client should now be installed: it may be found in the Finder applications and as
an icon in the system tray of MacOS.
Run “FortiClient" application from Finder or click the FortiClient icon system tray and then
"Open FortiClient Console".
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Open FortiClient Console
Shutdown FortiClient
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2. When a welcome window appears, check the "l acknowledge..." box and click on "l accept".
Then click on “Configure VPN”.



[ ] FortiClient

@ FortiClient VPN

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical support.

D | acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

3. Enter the information in the boxes as shown:
“‘Remote Gateway” must be vpn.unimore.it
“Customize port” must be 443 (if not, select the “Customize port” box and enter 443).
In the “Authentication” box, please select "Save Login" and enter your UniMORE ID and
password (without “@unimore.it or @studenti.unimore.it).
Leave “Client certificate” to None.
The password cannot be saved.
Click on “Save” to save your User ID. The configuration has been completed.



[ ] FortiClient

| @ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

o]

Connection Name |UI‘IiMDRe ‘
Description [La VPN di UniMoRe |
Remote Gateway |vpn.unimurelit ‘ x

+Add Remote Gateway

|:| Customize port

D Enable Single Sign On (SSO) for VPN Tunnel

Client Certificate [None ~]
- ; -

Authentication () Prompton login ) Save login

Username |'—‘-‘?!9|"“‘1|'|'|E

S

Using VPN Client
1. Start FortiClient SSL-VPN. Enter your UniMORE password (user ID has been saved).

[ ] FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name |UnIMoRe V| =
Username ‘usemame |
Password |"' L4 ‘




2. Click on “Connect”. Once the connection is on, an icon will appear in the application bar.

[ ] FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Status: Connecting

VPN Name UniMoRe hd
Username username
Password =~ |seessesssssssens

Disconnect




FortiClient

[ ]
@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

VPN MName UniMoRe
P Address 155.185.104.72
Username username
Duration  00:04:17
Bytes Received 135.75 MB
Bytes Sent 4.09 MB

X Disconnect UniMoRe

Open FortiClient Console
Shutdown FortiClient

You are now connected to the VPN service and you can use your computer as if you were
in the UniMORE network, with all applications (browser, email, MS Remote Desktop,
remote access protocols, etc).

PLEASE NOTE: When the VPN client is on all computer-generated Internet traffic will
pass through the UniMORE network (even private traffic). It is advisable to use the VPN
connection exclusively for University purposes, after closing the other ones.

To shut down the VPN connection, click on “Disconnect” from the client window or
“Disconnect UniMORE" from the FortiClient menu.

At this point, the VPN connection will be interrupted and you can use the normal internet
connection of your computer.






