Installation, configuration and use of the

VPN client

|Attention! For information or technical support inquiries, contact supporto.rete@unimore.it

Installing VPN [Windows users]

Attention: VPN client installation is only supported on Windows 8.1 or Windows 10!

Installation
1. Go to http://www.sirs.unimore.it/site/home/lavoro-agile/downloads.htm! and select

n H n n H H H n H
Windows" under "Scarica Forticlient" section.
M & SRS x 4+ - o X
< O 5 hittps:/Aweesirs.unimore.it/site/homeavoro-agile/downloads.hitm| AN \',’é ff :
HOMEPAGE  SI-RS., SERVIZI,  INCARICATI IDENTITY  STATISTICHE  REFERENTI INFORMATICI ~ SICUREZZAICT  LAVORO AGILE
4 UNIMORE
El £ UNIVERSITA DEGLI STUDI DI i : i~ i i i
%, S e e ST Sistemni Informatici Reti e Sistemi
POLICY GARR | CERT-PA | CERT-GARR AGID  SICUREZZAICT
Lavoro agile Ti trovi gui: Home » Lavero agile » Downloads
Downloads
Strumenti per il lavoro agile
Software
« Scarica Forticlient, il software per collegarti al tuo ambiente di lavoro (Windows, MacOS)
|
Scarica Bria, il software che ti consente il collegamento telefonico (Windows, Mac0S)
I
SI-RS TEL. SEGRETERIA: 059 2058010
2022 Unimore | Servizi Web | Privacy | Mappa del sito | Area riservata

Select “Download” (Scarica). You may be prompted to allow downloads from Google Drive:

in this case, click on “Allow” (Consenti).
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3. Click on "Download anyway" if Google warns you that it is not possible to scan for viruses.
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When the download is complete, select “Open file” (Apri file) to start the installation.
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ATTENTION: the installation of the VPN client requires administrator ID and password.

A progress window will be displayed. Wait for the installation to be completed.
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4. Once the download is completed, the actual installer will start:

#8 FortiClient VPN Setup - X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient YPM on your computer, Click Mext to
rontinue ar Cancel to exit the Setup Wizard.
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Yes, I have read and accept the | License Agreement || Mext I | Cancel




5. Select the “Yes, | have read and accept the license agreement” box and click on “Next”

#F FortiClient VPN Setup - X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient YPM on your computer, Click Mext to
rontinue ar Cancel to exit the Setup Wizard.
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Yes, I have read and accept the |License Agreement || Mext I | Cancel

6. Click on “Next” to install to the default folder.

#8 FortiClient VPN Setup - e

Destination Folder

Click Mext to install to the default folder or didk Change to choose another.,

Install FortiClient VPN to:

IC:\,ngram Files\Fortinet\FortiClient},




7. Click on “Install” to begin installation. A progress window will be displayed.

ﬁ FortiClient VPN Setup — >

Ready to install FortiClient VPN

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Installing FortiClient VPN

Please wait while the Setup Wizard installs FortiClient VPN,

Status:




8. Click on “Finish” to complete the setup.

#F FortiClient VPN Setup — >

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

9. At this point the VPN client should now be installed: it may run automatically, you can find it
as an icon in the Windows tray and on the desktop.

luesto PC FortiClient
VPN




Configuration

1. Run “FortiClient" application from Windows Menu, tray icon or desktop icon. When a
welcome window appears, check the "l acknowledge..." box and click on "l accept".

@ FortiClient
File Help

Welcome to FortiClient VPN!

This 15 a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical
support.

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.




2. When the following window appears, click on “Configure VPN”. The new VPN connection
configuration form will appear.

@ FortiClient — 4
File Help

Configure VPN




3. Enter the information in the boxes as shown:

e “Connection Name” and “Description” specified or not.

e “Remote Gateway” must be “vpn.unimore.it”

e “Customize port” must be 443 (if not, select the “Customize port” box and enter
443).

e In the “Authentication” box, please select "Save Login" and enter your UniMORE ID
and password (without “@unimore.it or @studenti.unimore.it). The password cannot
be saved.

e Click on “Save” to save your User ID. The configuration has been completed.

@ FortiClient — x
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN SS5L-VPN |
Connection Name | UniMaoRe |
Description [La VPN di UniMoRe |
Remote Gateway |vpn.unimo.i1 | ®

+Add Remote Gateway

|:| Customize port

|:| Enable Single Sign On (S50) for VPN Tunnel

Client Certificate | None vl
Authentication () Prompt onlogin Q) Save login
Username username |

|:| Enable Dual-stack IPv4/IPvé address

4. Click on “Save” to save the configuration: a window will appear to start the VPN connection.



Using VPN Client
1. Start FortiClient VPN, you will find this window:

@ FortiClient
File Help

@ FortiClient VPN

VPN Name
Username

Password

Upgrade to the full version to access additional features and receive technical support.

UniMoRe

usermame

2. Enter your UniMORE password and click on"Connect". Once the connection is on, an icon

will appear in the system tray and in the application bar (Windows).

. FortiClient - Connected to UniMORE -
Sent: 69.10 KB, Recv: 85.94 KB
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You can check the VPN connection window by clicking on the icon:
@ FortiClient - X ‘

| File Help

@ FortiClient VPN
# 000 a

| Upgrade to the full version to access additional features and receive technical support. |

‘ VPN Connected

VPN Name UniMaoRe

IP Address 155.185.104.98
Username usermame
Duration 00:01:37
Bytes Received 38.27 KB
Bytes Sent 6843 KB

You are now connected to the VPN service and you can use your computer as if you were
in the UniMORE network, with all applications (browser, email, MS Remote Desktop,
remote access protocols, etc).

The Digital Library resources are available following the usual steps using a browser.
PLEASE NOTE: When the VPN client is on all computer-generated Internet traffic will
pass through the UniMORE network (even private traffic). It is advisable to use the VPN
connection exclusively for University purposes, after closing the other ones.

To shut down the VPN connection, click on “Disconnect” from the client window or
“Disconnect UniMORE" from the FortiClient menu.

At this point, the VPN connection will be interrupted and you can use the normal internet
connection of your computer.



Upgrade to the full version to access additional features and receive technical support.

VPN Connected

-

VPN Mame UniMORE
IP Address 155.185.104.235
Username username
Duration 00:12:12
Bytes Received 2.05MB
Bytes Sent 255.68 KB

Open FertiClient Console
About FortiClient

Disconnect "UniMORE"
¥ Shutdown FortiClient
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